push edi
call gub 314623

test eax, eax

jz short loc 313060
cmp [ebptarg 0], ebx
jne short loc_ 313066
mov eax, [ebp+var 70]
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi

push esi

push eax

push edi

Mo [ebp+arg 0], eax
call sub_31486R

test EaX, €ax

short loc 313060

ools and Basic Reverse~--

esi, 1D0h
p‘ush esi
push [ebp+arg 4]

Engineering = <.

test eax, eax
je short loc_ 31306D

CIng» [ebp+arg 0], esi
j short loc 31308F

Modern Binary Explottation ¢ o s s siz

CSCl 4968 - Spring-2015 T

s sub 312FD3+48
call gub 3140F3
test eax, eax

Jere my BIathhorne ig short lec_31307D

call gub_ 3140F3

Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and eax, UFFFFL
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 1
loc 31308C: 7 CODE XREF: sub 312FD#

Mo [ebp+wvar 4], eax



L ecture Overview

push
call
test

jz

jnz
WOV
CIE
jb
sub
push

edi

gub 314623

eax, €ax

short loc 313060
[ebptarg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc 313066
eax, [ebp+var 84]
esi

PUSIL
push

851

1. Introduction to Reverse Engineefi;ngim =

314868
eaxX, €ax
l jz short loc 31306D
. Tools: o
lea eax, [ebp+arg 0]
push Eax
3. Resources R e
° push esi
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 2
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax
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EF: sub 312FD8
FD8+55

“What you must learn is that these
rules are no different than the rulesofa :z;
computer system. Some of them can be

bent, others can be broken” =

EF: suh 312FDF

and €ax, UFFEEFN
or ax, 800700000
MBE - 01/30/2015 Tools and Basic RE 3
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



Compiling

Source Code Assembly Obiject File Binary File

68 88 36 48 88 FF 15 98
_main  PROC gg gg 33 :ll)i g: ;2 ;ﬁ g: Lo k 5D C3 BB 4D 5A 08 60 66
33 CB EB 34 8B 6D 3C B9
Jinl main() . push. £63 gg 52 Eg 3:; gg gg gg gg In 50 45 08 08 75 EA BE OB
mov ebp, es
! ; el- . Complle push OFTeEr $562965 Assemble 4@ @8 75 DC 33 €O 83 BO :? g;‘ Ez ;D.:; :’6‘; gg gg g?,
printf("lello worldl™) i
call DWORD PTR _ imp_ printf 81 EB BB 4B 80 OF 95 CA 15 7C 20 48 08 59 6A FF
add esp, 15 7C 26 48 B 59 6A FF | 34 28 48 08 A3 88 33 KB
) xor eax, eax 34 28 40 08 A3 88 33 4O 30 kG A6 89 01 8B OD 38
pop ebp I 30 48 86 89 61 8B BD 38
I ret 89 61 E8 27 05 00 00 E8 ﬂ?, '.:Z, E,z 32 3§ .5,'3 Eﬂ EZ
_main  ENDP 48 86 88 75 BC 68 Eu4 12
TEXT  ENDS 59 E8 48 05 B8 88 83 3D
END FF FF 15 44 28 48 88 59 '
ES D4 B4 68 B8 A1 58 38

Libraries

MBE - 01/30/2015 4




Source Code

Jinl main{)
i

printf("lello worldl™)

\_/-

Compile

=

MBE - 01/30/2015

Assembly

Loading

Object File

Binary File

_main  PROC

push ebp

mov ebp, esp

push OFFSET $5G2985

call DWORD PTR __imp_ printf
add esp,

xor eax, eax

pop  ebp

ret
_main  ENDP
_TEXT  ENDS

END

68 688
5D C3
33 co
58 45
L@ 88
81 E8
15 7C
34 28
30 48
89 01
48 88
59 E8
FF FF
ES D4

k1]
B8
EB
L]
75
an
28
48
a8
E8
L}
u8
15
0y

FF

Libraries

an
c3
ce
45
a8
E8
7C
28
48

ue
up
34
a8
[1H
48
48
an
89
27
75

as
5A
8B
75
33
ag
as
n3

a5
ac

Process

Load



Running

Process, t=0 Process, t=1 Process, t=i Process, t=n

Step Step Step

MBE - 01/30/2015 Tools and Basic RE



RE Domain

Binary File Process, t=0 Process, t=i Process, t=n

68 B8 38 4B @0 FF 15 98
5D C3 B8 4D 5A A8 68 66
33 CB EB 34 8B 68D 3¢ 68
50 45 00 680 75 En B8 6B
48 88 75 DC 33 CO 83 BY
81 E8 08 48 @0 OF 95 CA
15 7C 20 48 @0 59 6A FF
34 28 40 66 A3 88 33 48
38 48 06 89 @1 8B @D 38

89 81 E8 27 65 B0 60 E8

40 68 08 75 dOC 68 E4 12

Load Step Step

MBE - 01/30/2015 Tools and Basic RE



RE Domain

Binary File Process, t=0 Process, t=i Process, t=n

48 88 75 DC 33 CO 83 BY
81 E8 00 48 80 OF 95 CA
15 7C 20 40 80 59 6A FF
34 20 46 A0 A3 88 33 4B

89 @
40 68 08
‘ ‘

Load Step Step

Static

MBE - 01/30/2015 Tools and Basic RE



RE Domain

Binary File Process, t=0 Process, t=i Process, t=n

Static Dynamic
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RE Domain

Binary File Process, t=0 Process, t=i Process, t=n

68 B8 36 4B 80 FF 15 98
5D ©3 B& 4D 5A A@ 68 66
33 CB EB 34 8B 8D 3C 68
50 45 00 90 75 En B8 6B
48 88 75 DC 33 CO 83 BY
81 E8 00 48 80 OF 95 CA
15 7C 20 40 80 59 6A FF
34 20 46 A0 A3 88 33 4B
38 48 00 89 81 8B @D 38

89 81 E8 27 65 8@ 68 E8

40 68 00 75 OC 68 E4 12

Load Step Step

Static

MBE - 01/30/2015 Tools and Basic RE



L ecture Overview

push
call
test
jz
CIog
jnz
mow
CIng
jb
sub
push

edi

gub 314623

eax, eax

short loc 313060
[ebptarg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc 313066
eax, [ebp+var 84]
esi

PUSIL
push

851

1. Introduction to Reverse Engineefi;ng;w =

31486R
eax, €ax
jz short loc 313060
2. Tools! z =
L] ° lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
3 R push esi
. Resources pusn  [ebpearg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
cIg [ebp+arg 0], esi
Jje short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 11
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e jne short loc_ 313066
Tool Color Codin
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
° push edi
. LI n UX TOOI MO [ebp+arg 0], eax
call sub_31486R
test EaX, €ax
Jjz short loc 313060
— Command
lea eax, [ebp+arg 0]
push Eax
L] mov esi, 1D0h
* Windows Tool
push [ehp+arg 4]
push edi
call gub 314623
— ToolName.exe testsax, e
je short loc_ 31306D
CIng [ebp+arg 0], esi
[} jz short loc 31308F
* Associated Challenges:
g L4 loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
— call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 12
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e ° jne short loc_ 313066
Hex Editor / Viewers
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
L4 I push edi
* Hex Editors / Viewers S s, e
call sub_31486R
test EaX, €ax
4 Jjz short loc 313060
— wxHexEditor (GUI) o e
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
- XXd push esi
push [ehp+arg 4]
[ LR ﬁ 1 C 1 | d t I puilll eﬁ:snﬁza
- ca 3
I option IS C IncCiude style N e
je short loc_ 31306D
CIng [ebp+arg 0], esi
] Cha”enge° jz short loc 31308F
°
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 13
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
jne short loc_ 313066

ASCIl Readable Hex
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax

g push edi

. St r I n gS MO [ebp+arg 0], eax
call sub_31486R
test EaX, €ax

— Displays ACII strings > 4 characters lon

short loc 313060

gg%si
eax, [ebp+arg 0]
e

push ax
mov esi, 1D0h
push esi
push [ehp+arg 4]
push edi
°® h R call sub 314623
C a e n ge i test edx, €ax

je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F

loc 313066: ¢ CODE XREF: subh 31ZFD8

¢ sub 312FD8+55

push 0Dh
call sub 31411B

loc 31306D: s CODE XREF: suh 313FD#

s sub 312FD8+49

call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C

loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h

MBE - 01/30/2015 Tools and Basic RE 14

loc 31308C: 7 CODE XREF: sub 312FD8

Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
jne short loc_ 313066

ASCIl Readable Hex
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax

g push edi

. St r I n gS MO [ebp+arg 0], eax
call sub_31486R
test EaX, €ax

— Displays ACII strings > 4 characters lon

short loc 313060

gg%si
eax, [ebp+arg 0]
e

push ax
mov esi, 1D0h
push esi
push [ehp+arg 4]
push edi
°® h R call sub 314623
C a e n ge i test edx, €ax
je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
° loc 31306D: s CODE XREF: suh 313FD#
¢ Strl ngS - ? # sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 15
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e e jne short loc_ 313066
File Formats on Dis
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
e push edi
* Linux:
MO [ebp+arg 0], eax
° call  sub 31486A
test EaX, €ax
Jjz short loc 313060
— ELF-Walkthrough.png pan oo
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
— readelf E =
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 16
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e e jne short loc_ 313066
File Formats on Dis
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
°® L’ . push edi
I n UX MO [ebp+arg 0], eax
° call  sub 31486A
test EaX, €ax
Jjz short loc 313060
— ELF-Walkthrough.png pan oo
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
— readelf E =
push [ehp+arg 4]
push edi
. call sub 314623
* Windows: e
je short loc_ 31306D
CIng [ebp+arg 0], esi
PE La Out ° jz short loc 31308F
y .J pg loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
* push OTh
- PeVIeW.exe call  sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 17
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call sub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e e jne short loc_ 313066
File Formats on Dis
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
PUSH E51
push eax
°® L’ . push edi
I n UX MO [ebp+arg 0], eax
° call  sub 31486R
test EaX, €ax
Jjz short loc 313060
— ELF-Walkthrough.png
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
— readelf
push [ehp+arg 4]
push edi
. call sub 314623
* Windows: e
je short loc_ 31306D
CIng [ebp+arg 0], esi
PE La Out ° jz short loc 31308F
y 'J pg loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
* push 0Dh
- PeVIeW.exe call  sub 31411B
loe 31306D: s CODE XREF: suh 313FD#
d M M ; sub 312FD&+48
* For unknown files / binaries i mnmers
test eax, eax
jg short loc 31307D
° call gub 3140F3
I ﬁ Ie Jrmg short loc 31308C
loc 31307D: 7 CODE XREF: sub 315FD#
call sub 3140F3
and eax, UFFFFR
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 18
loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e jne short loc_ 313066
H a S I n mov eax, [ebp+var 70]
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn E51
push eax
d ‘? push edi
* Do we have the same file ol o
° call  sub 31486R
test EaX, €ax
Jjz short loc 313060
— md5sum
lea eax, [ebp+arg 0]
push Eax
[ ] mov esi, 1D0h
* Upload hash to virustotal.com = =
i push [ebp+arg 4]
push edi
call gub 314623
o G I r h h h test BaX, eax
Oog e Sea C aS jz short loc 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: + CODE XREF: sub
; sub 312FD8+5%
push 0Dh
call sub 31411B
loc 31306D: # CODE XREF b
+ sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: ; CODE XREF &
call sub 3140F3
and €ax, UFFEFR
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 19
loc 31308C: 7 CODE XREF: sub
Mo [ebp+wvar 4], eax



e |
|

FD

oh

i

push edi
call sub 314623
test eax, €ax
j= short loc 313060
CINEy [ebptarg 0], ebx
e jne short loc_ 313066
H a S I n mov eax, [ebp+var 70]
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
PUSH E51
push eax
L ’? push edi
* Do we have the same file e,
° call  sub 31486R
test €ax, €ax
Jjz short loc 313060
— md5sum
lea eax, [ebp+arg 0]
push eax
[ ] mov esi, 1D0h
* Upload hash to virustotal.com = =
i push [ebp+arg 4]
push edi
call sub 314623
o G I r h h h test eax, eax
Oog e Sea C aS jz short loc 31306D
CIng [ebp+arg 0], esi
o je short loc 31308F
° F hashing: -
u Zzy a S I ng. loc 313066: + CODE XREF uh 312
; sub 312FD8+5%
push 0Dh
d b s . I If h h call sub 31411B
— ssdeep -b original.elf >hash.txt
loe 31306D: 5 CODE XREF: suh 312
s -sub 312FD8+49
[ ] L] i
call sub 3140F3
— ssdeep -bm hash.txt modified.elf = =2
jg short loc 31307D
call gub 3140F3
Jmgy short loc 31308C
loc 31307D: 7 CODE XREF: sub 313
call sub 3140F3
and eax, UFFFFh
or eax, S0070000R
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loc 31308C: 7 CODE XREF: sub 312
Mo [ebp+wvar 4], eax



push
call
test

Command Line Disassembt

edi

gub 314623

eax, €ax

short loc 313060
[ebptarg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc 313066

sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
push edi
* crackmeOx01 S s, e

call sub_31486R
test EaX, €ax
Jjz short loc 313060
push esi
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
push esi
push  [ebp+arg_4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
cIg [ebp+arg 0], esi
Jje short loc 31308F

loc 313066: ¢ CODE XREF: subh 31ZFD8

¢ sub 312FD8+55

push 0Dh
call sub 31411B

loc 31306D: s CODE XREF: suh 313FD#

s sub 312FD8+49

call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C

loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8

Mo [ebp+wvar 4], eax



push
call
test

Command Line Disassembt

edi

gub 314623

eax, €ax

short loc 313060
[ebptarg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc 313066

sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
push edi
* crackmeOx01 S s, e
call sub_31486R
test EaX, €ax
° Jjz short loc 313060
* objdump -d z =
J p lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
push esi
push  [ebp+arg_4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
cIg [ebp+arg 0], esi
Jje short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push
call
test

Command Line Disassembt

edi

gub 314623

eax, €ax

short loc 313060
[ebptarg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc 313066

sulby eax, [ebp+var 84]
push esi
PuUsh es1
push eax
push edi
* crackmeOx01 S s, e
call sub_31486R
test EaX, €ax
° Jjz short loc 313060
* objdump -d z =
J p lea eax, [ebp+arg 0]
push Eax
. mov esi, 1D0h
. C h I push esi
onvert hex to decima T
push edi
call gub 314623
r] test eax, eax
- eC O $((OXDEADBEEF)) Jz short loc 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi

call gub 314623

test eax, eax

j= short loc 313060

CINEy [ebptarg 0], ebx

e e e jne short loc_ 313066

Patching Binaries

CIngy eax, [ebp+var 84]

b short loc 313066

sulby eax, [ebp+var 84]

push esi

Pusn e51

* |t’s your binary, you can patch it if%%iéf;maﬂt to
* objdump -d

test

| grep -A 30

eax, eax

‘<maiti

eax, [ebp+arg 0]

)

push Eax
[ ] [ ] [ ] mov esi, 1D0h
* wxHexEditor-->Edit-->Find s
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623

test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
e ° jne short loc_ 313066
External Dithin
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
[ ] [ ] [ ] [ ] sh edi
* Original + modified = HUGE advantage-- -
ca. _ J1486R
test EaX, €ax

short loc 313060

e wxHexEditor-->Tools-->compare files: . ...

ax
mov esi, 1D0h
push esi
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: 2
push 0Dh

call sub 31411B

loc 31306D: 2

call sub 3140F3

CODE XREF: suh 312FD8
sub 312FD8+489

test eax, eax
jg short loc 31307D
call gub 3140F3
Jmgy short loc 31308C

loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and eax, UFFFFR
or eax, 80070000h
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loc 31308C: 2

Mo [ebp+wvar 4], eax

CODE XREF: sub 31ZFDE



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
° jne short loc_ 313066
Disassem
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
g push edi
. O bJ d u m p — d MO [ebp+arg 0], eax
call sub_31486R
test EaX, €ax
o I DA P jz short loc 313060
LONS (S push o5t
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
push esi
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
CIng [ebp+arg 0], esi
Y Ch I I jz short loc 31308F
.
a e nges ® loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
CINEy [ebptarg 0], ebx
° jne short loc_ 313066
Disassem
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
g push edi
. O bJ d u m p — d MO [ebp+arg 0], eax
call sub_31486R
test EaX, €ax
Jjz short loc 313060
* IDA Pro.exe E =
L] lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
push esi
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
o Cha I IengeS' jz short loc 31306D
® CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
test eax, eax
j= short loc 313060
cmp [ebptarg 0], ebx
jne short loc_ 313066
I DA P ro mow eax, [ebp+var 70]
CIngy eax, [ebp+var 84]
b short loc 313066
sulby eax, [ebp+var 84]
push esi
Pusn e51
push eax
push edi
°* |DA Pro.exe v e 1, e
° call  sub 31486A
test EaX, €ax
Jjz short loc 313060
* crackmeOx04 el
lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
push esi
push [ehp+arg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
CIng [ebp+arg 0], esi
je short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
o = wamih e
I DA B a S I CS mov eax, [ebp+var 70]
CIngy eax, [ebp+var 84]
b short loc 313066
su.b. eax, [ebp+var 84]
* Change between basic and graphic mode (space bar) ==
* Rename variables: (n) ot anx
* Comment B M il
. push eax
- Slde: (:), (;) E:-Esn ::i, 1D0h
— Above/below: (ins) e L s
. . call gub 314623
* Convert const formats: (right-click) et e, cax
* Cross-reference: (x) gl s
[ Cha nge to array: (a) loc 313066: , EC‘:F"E:.:’;_;::BJ:;&: 312FD8
* IDA->Windows->Reset desktop ik SRR
* IDA->Options->General->auto comment wesoe: e s
* |IDA->Options->General->opcode bytes 8 et cax, enx
éill ;55;5113;5313079
Jmp short loc 31308C
loc 31307D s CODE XREF: s:b_SZEE'Df
call sub 3140F3
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TR T T, ol usx, OFFTER T 7T
or eax, S0070000R
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& ) Mo [ebp+wvar 4], eax, . =
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The Stack

int foo(int a, int b, int ¢)
{

int x;

int y;

iant z:

X=y=Z=0;

Z=X+y+a+b+c;
return z;

}

int main(int argc, char **argv) {

footl,2,3):

Tools and Basic RE
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EIP| Foo(a,b c); EBP

The animations on this slide will only work in the .pptx of this lecture

0x03

0x04

0x05

0Ox06

0x07

< 1| ESP
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Stack

——| ESP
int foo(int a, int b, int c) 0x00 Z
{
int x; 0x01
int y; Xl
int z;
0x02 X
ol g —=| EBP
z=X+y+a+b+c;

return z; 0x03 Old EBP
0x04 Old EIP

}
int main(int argc, char **argv) {
OX05 3
foo(1,2,3);
} 0x06 b
0X07 C
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L ecture Overview

push
call
test
jz
CIog
jnz
mow
CIng
jb
sub
push

edi

gub 314623

eax, €ax

short loc 313060
[ebptarg 0], ebx
short loc_ 313066
eax, [ebp+var 70]
eax, [ebp+var 84]
short loc 313066
eax, [ebp+var 84]
esi

1. Introduction to Reverse Engineerdh

PUSIL
push

851

e
edi

gzzpmrg_nl , eax
314864

eax, €ax
Jjz short loc 313060
2. Tools! = =
L] L] lea eax, [ebp+arg 0]
push Eax
mov esi, 1D0h
3 R push esi
. Resources pusn  [ebpearg 4]
push edi
call gub 314623
test eax, eax
je short loc_ 31306D
cIg [ebp+arg 0], esi
Jje short loc 31308F
loc 313066: ¢ CODE XREF: subh 31ZFD8
¢ sub 312FD8+55
push 0Dh
call sub 31411B
loc 31306D: s CODE XREF: suh 313FD#
s sub 312FD8+49
call gub 3140F3
test eax, eax
jg short loc 31307D
call gub_ 3140F3
Jmgy short loc 31308C
loc 31307D: - CODE XREF: sub 312FD#
call sub 3140F3
and €ax, UFFEEFN
or eax, 80070000h
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loc 31308C: 7 CODE XREF: sub 312FD8
Mo [ebp+wvar 4], eax



push edi
call gub 314623
% ar '

IDA Pro

IDA_Pro_Shortcuts.pdf
* The book on IDA

* |DA Syntax Highlighting:
— http://practicalmalwareanalysis. com/2§f§7@8/25/

[ebp+arg | U]
decorating-your-disassembly/ N
g y y c_313066: ; CODE XREF: sub 312FD8
pu 0Dh .
call  sub 31411B
loc 31306D: ; CODE XREF: sub 312FDS
call  sub 3140F3 s
test Eax, eax
jg short loc 31307D
call  sub 3140F3
gics] short loc 31308C
loc_31307D: ; CODE XREF: sub 312FDS
11 ub_3140F3
i %, UFFF
or eax, S0070000R
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loc 31308C: ; CODE XREF: sub 313FD8



push edi

call gub 314623

test eax, eax

j= short loc 313060

CINEy [ebptarg 0], ebx

e ° jne short loc_ 313066

Additional Resources
CIngy eax, [ebp+var 84]
b short loc 313066
eax, [ebp+var 84]

* Corkami.com - diagrams of file st@“ﬂcfgg@suand
other interesting trivia Ry

eax, [ebp+arg 0]

e Crackmes.de - “Reverser’s Playgr@;uﬁg

arg_4]
push edi
° call sub 314623
* Subreddits X T
je short loc_ 31306D
CIng [ebp+arg 0], esi

short loc 31308F

— reddit.com/r/reverseengineering.. ——

s sub 312FD8+5E
push 0Dh

- reC C it.com/r/netsec call  sub 31411B

loc 31306D: ; CODE XREF: suﬁ_SlQFD?

- reddit.com/r/uic i mmsos

€ax, €ax
short loc 313070

* http://www.bottomupcs.com - Systemﬁbé“tk@r@und

loc 31307D: ; CODE XREF: sub_SlErD?
call sub 3140F3
and eax, UFFFFR
or eax, 80070000h
MBE - 01/30/2015 Tools and Basic RE 35

loc 31308C: 7 CODE XREF: sub 312FD#
Mo [ebp+wvar 4], eax
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